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Abstract

The rapid digital transformation of agriculture has fundamentally redefined agricultural
production by integrating precision farming, artificial intelligence (Al), Internet of Things
(IoT), cloud computing, remote sensing, blockchain, unmanned aerial vehicles (UAVs), and
data-driven decision support systems into everyday farming operations. While these
technological innovations have substantially improved agricultural productivity, sustainability,
and resource efficiency, they have simultaneously generated unprecedented cybersecurity
challenges. Agricultural data have emerged as strategic digital assets encompassing farm
management records, geospatial information, sensor outputs, machinery telemetry, genomic
databases, climate intelligence, and supply-chain information. Consequently, cyberattacks
targeting agricultural systems now threaten not only data confidentiality but also food security,
economic resilience, environmental sustainability, and national security. This article critically
examines the concept of agricultural data security within the broader framework of Agriculture
4.0 and smart farming. It analyses the evolving agricultural data ecosystem, identifies major
cyber threats confronting precision agriculture, evaluates contemporary technological and
governance-based security solutions, and examines emerging policy frameworks governing
agricultural data. Drawing upon recent peer-reviewed literature, international standards, and
documented cybersecurity incidents affecting the global food and agriculture sector, the article
argues that agricultural data security must evolve beyond conventional information security
towards an integrated cyber-physical resilience framework. The study concludes that securing
agricultural data represents one of the most significant prerequisites for achieving sustainable,

resilient, and digitally inclusive agricultural systems in the era of Agriculture 5.0.
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1. Introduction
Agriculture is undergoing one of the most profound technological transformations since the
Green Revolution. Digital technologies, including precision agriculture, artificial intelligence
(AI), the Internet of Things (IoT), cloud computing, geographic information systems (GIS),
remote sensing, robotics, blockchain, and machine learning, have fundamentally changed how
agricultural production is monitored, managed, and optimized (Wolfert et al., 2017; Kamilaris
et al., 2018). These technologies collectively define the paradigm of Agriculture 4.0, in which
farming decisions are increasingly driven by real-time data rather than intuition or experience
alone.
Modern agricultural systems continuously generate massive volumes of heterogeneous data
from satellite imagery, weather stations, soil sensors, autonomous machinery, livestock
monitoring devices, drones, and farm management information systems. These datasets enable
farmers to optimize irrigation scheduling, fertilizer application, disease prediction, machinery
utilization, yield forecasting, and supply-chain logistics while improving resource efficiency
and environmental sustainability (Liakos et al., 2018; Javaid et al., 2023). Consequently,
agricultural data have become an essential strategic resource comparable to land, labour, water,
and capital.
The Food and Agriculture Organization (FAO) recognizes digital agriculture as a critical
enabler of sustainable food systems because data-driven technologies enhance productivity
while reducing environmental impacts and supporting evidence-based agricultural
policymaking. However, the increasing dependence of agricultural production on
interconnected digital infrastructure has simultaneously expanded the cyber threat landscape,
exposing agricultural systems to risks previously associated primarily with finance, healthcare,
energy, and other critical infrastructure sectors (FAO, 2022). (ScienceDirect)
Unlike traditional enterprise information systems, smart agriculture operates as a cyber-
physical system, where digital information directly influences biological production processes
and physical farm operations. Data generated by sensors frequently trigger automated decisions
regarding irrigation, fertilizer application, greenhouse climate regulation, autonomous vehicle
navigation, livestock feeding, and pesticide deployment. Consequently, cyber incidents in
agriculture possess the potential to generate immediate physical consequences, including crop
losses, machinery disruption, livestock welfare concerns, contamination of food production

processes, and supply-chain interruptions (Ferrag et al., 2024). (ScienceDirect)
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The strategic significance of agricultural cybersecurity has become increasingly apparent
through documented cyber incidents affecting the global food and agriculture sector. One of
the most significant examples is the 2021 ransomware attack on NEW Cooperative, one of
the largest grain cooperatives in the United States. The BlackMatter ransomware group targeted
the cooperative's digital infrastructure during harvest season, disrupting grain storage, logistics,
and operational systems while demanding a multimillion-dollar ransom. The incident
demonstrated that attacks on agricultural organizations may directly threaten food supply
chains and national economic resilience rather than merely compromise information systems.
(arXiv)

Similarly, the ransomware attack against JBS Foods in 2021 temporarily disrupted operations
across multiple countries, affecting one of the world's largest meat processing companies.
Although the attack primarily targeted corporate information systems, its consequences
extended to food processing operations, livestock supply chains, international meat markets,
and food distribution networks. The incident highlighted the reality that cybersecurity failures
within agrifood industries can rapidly evolve into food security concerns with transnational
implications. (arXiv)

Beyond ransomware, researchers have documented vulnerabilities throughout precision
agriculture technologies. GPS-guided tractors, wireless sensor networks, autonomous
agricultural machinery, unmanned aerial vehicles, cloud-based farm management platforms,
and IoT-enabled irrigation systems all expand the attack surface available to cyber adversaries.
Systematic reviews published in Computers & Security and Computers and Electronics in
Agriculture identify false-data injection attacks, GPS spoofing, denial-of-service attacks,
firmware manipulation, cloud misconfigurations, malware, botnets, ransomware, insider
threats, and communication-layer attacks as the principal cybersecurity risks confronting
Agriculture 4.0 (Ferrag et al., 2024; Alahe et al., 2024). (ScienceDirect)

Agricultural data have simultaneously acquired considerable commercial value. Contemporary
farms generate detailed information regarding soil fertility, crop genetics, input utilization,
machinery performance, weather adaptation, yield variability, livestock productivity, and
market behaviour. These datasets support predictive analytics, insurance modelling, financial
services, seed development, equipment optimization, and commodity forecasting.
Consequently, questions surrounding agricultural data ownership, privacy, intellectual

property, governance, interoperability, and cybersecurity have become increasingly prominent
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within agricultural policy and academic research (Bronson & Knezevic, 2016; Carbonell,
2016).

The concept of agricultural data security therefore extends well beyond conventional
cybersecurity. It encompasses the protection of agricultural information throughout its entire
lifecycle by ensuring confidentiality, integrity, availability, authenticity, traceability, and
operational resilience. Effective agricultural data security requires safeguarding not only
digital information but also the cyber-physical systems that depend upon that information for
autonomous decision-making. Accordingly, cybersecurity in agriculture has become an
interdisciplinary challenge involving computer science, agricultural engineering, information
systems, public policy, economics, and food security governance (Ferrag et al., 2024).
(ScienceDirect)

This article critically examines agricultural data security within the broader context of precision
agriculture and smart farming. It first conceptualizes agricultural data as a strategic digital
resource before analysing the principal cybersecurity threats confronting modern agricultural
systems. Subsequently, it evaluates emerging technological solutions, legal and governance
frameworks, and future research directions necessary for building resilient, trustworthy, and
sustainable digital agricultural ecosystems. In doing so, the article argues that agricultural data
security should no longer be viewed as a peripheral technical concern but rather as a
foundational pillar of global food security and sustainable agricultural development in the
twenty-first century.

2. Agricultural Data Security in the Era of Precision Agriculture

The transition from conventional agriculture to Agriculture 4.0 has fundamentally altered the
nature, volume, and strategic importance of agricultural data. Traditionally, farm records
consisted primarily of handwritten production logs, weather observations, land ownership
documents, and financial accounts maintained by individual farmers. Contemporary digital
agriculture, however, generates continuous streams of structured and unstructured data through
interconnected cyber-physical systems that monitor virtually every aspect of agricultural
production (Wolfert et al., 2017).

Agricultural data now encompass high-resolution satellite imagery, multispectral drone
images, soil nutrient profiles, climatic observations, machine telemetry, livestock biometrics,
irrigation schedules, genomic databases, pesticide application records, crop disease

diagnostics, market intelligence, and supply-chain traceability information. The increasing
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integration of Artificial Intelligence (Al), Internet of Things (IoT), cloud computing,
blockchain, Geographic Information Systems (GIS), and autonomous agricultural machinery
has transformed these datasets into strategic digital assets that directly influence operational
efficiency, productivity, and sustainability (Liakos et al., 2018; Javaid et al., 2023).

Unlike traditional enterprise information systems, agricultural information systems operate as
Cyber-Physical Agricultural Systems (CPAS), in which digital information immediately
influences biological and physical processes. Sensor-generated soil moisture data may
automatically trigger irrigation systems, machine learning algorithms may determine fertilizer
dosage, GPS guidance controls autonomous tractors, while Al-based disease detection systems
recommend pesticide applications. Consequently, compromising agricultural data does not
merely affect digital infrastructure; it can directly alter physical farming operations, resulting
in crop losses, livestock welfare issues, environmental degradation, and supply-chain
disruptions (Ferrag et al., 2025). (DOI)

This convergence of cyber and physical environments fundamentally distinguishes agricultural
data security from conventional information security. While sectors such as banking primarily
focus on protecting financial transactions and healthcare protects patient records, agricultural
cybersecurity must simultaneously preserve food production, environmental sustainability,
economic resilience, and national food security. As digital agriculture becomes increasingly
autonomous, ensuring trustworthy data becomes essential because erroneous information can
propagate through automated decision-support systems without immediate human intervention
(Kamilaris et al., 2018).

Scholars increasingly argue that agricultural data should be regarded as critical infrastructure
data, comparable to energy, transportation, or healthcare information. The rationale is
straightforward: disruptions in agricultural information systems may interrupt food production,
destabilize commodity markets, and affect national economic security (Campoverde-Molina &
Lujan-Mora, 2025). (DOI)

Accordingly, agricultural data security extends beyond traditional confidentiality requirements
to encompass operational continuity, cyber resilience, data integrity, and trustworthy decision-
making throughout the agricultural production cycle.

3. The Agricultural Data Ecosystem

Understanding agricultural cybersecurity requires first understanding the agricultural data

ecosystem itself. Unlike many industries where data originate from relatively homogeneous
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digital systems, agricultural information is generated through an extensive network of
heterogeneous technologies operating across distributed geographical environments.

Modern precision agriculture integrates five principal categories of data sources.

First, field-level sensing systems continuously monitor environmental conditions through IoT
devices measuring soil moisture, soil temperature, nutrient availability, pH levels, humidity,
solar radiation, and weather variables. These sensors often communicate through wireless
technologies such as LoRaWAN, Zigbee, NB-IoT, Wi-Fi, and cellular networks before
transmitting data to cloud platforms for analysis (Alahe et al., 2024). (ScienceDirect)

Second, autonomous agricultural machinery generates extensive telemetry data. Modern
tractors, combines, seed drills, sprayers, and harvesters record operational parameters including
GPS coordinates, engine diagnostics, fuel consumption, implement performance, variable-rate
application maps, and maintenance histories. These machines increasingly operate as
interconnected mobile computing platforms rather than purely mechanical equipment.

Third, remote sensing technologies produce large geospatial datasets through satellites,
unmanned aerial vehicles (UAVs), hyperspectral imaging systems, and multispectral cameras.
These technologies enable continuous monitoring of vegetation health, water stress, nutrient
deficiencies, weed infestations, disease outbreaks, and biomass estimation, supporting
precision interventions at sub-field resolution (Liakos et al., 2018).

Fourth, farm management information systems (FMIS) integrate operational records
including planting schedules, irrigation management, pesticide applications, labour
management, financial accounting, inventory control, and regulatory compliance
documentation. Increasingly, these systems operate through cloud-based Software-as-a-
Service (SaaS) platforms, allowing remote access across multiple stakeholders.

Finally, agricultural supply-chain systems generate transaction data concerning storage,
transportation, food processing, traceability, certification, insurance, commodity trading, and
retail distribution. Blockchain technologies have further expanded digital traceability by
recording immutable supply-chain transactions from farm to consumer.

Collectively, these interconnected systems generate what has become known as Agricultural
Big Data, characterised by the classical "Five Vs" of big data, volume, velocity, variety,
veracity, and value (Wolfert et al., 2017). However, unlike traditional big data environments,

agricultural datasets frequently contain both operational technology (OT) and information
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technology (IT), requiring integrated cybersecurity strategies capable of protecting
heterogeneous infrastructures simultaneously.

The increasing interdependence among these technologies creates systemic cybersecurity risks.
A compromised weather station may influence irrigation algorithms; manipulated GPS signals
may alter autonomous tractor navigation; falsified sensor data may mislead Al-based crop
disease detection systems; and ransomware targeting cloud-based farm management platforms
may simultaneously disrupt multiple geographically dispersed farming operations.
Consequently, security weaknesses within one subsystem can rapidly propagate throughout the
broader agricultural ecosystem (Ferrag et al., 2025). (DOI)

4. Fundamental Principles of Agricultural Data Security

Agricultural cybersecurity extends beyond the traditional Confidentiality—Integrity—
Availability (CIA) Triad because digital agriculture requires trustworthy autonomous
decision-making within cyber-physical environments. Consequently, researchers increasingly
advocate expanding the classical CIA model into a multidimensional framework incorporating

authenticity, accountability, resilience, and traceability (Alahe et al., 2024). (ScienceDirect)

4.1 Confidentiality

Confidentiality refers to protecting agricultural information from unauthorized access and
disclosure. Sensitive agricultural datasets include crop genetics, proprietary seed formulations,
precision farming prescriptions, yield maps, livestock breeding records, financial information,
and market strategies. Such information possesses considerable commercial value because
agribusiness corporations increasingly depend upon predictive analytics for product
development, insurance modelling, commodity forecasting, and precision input
recommendations.

Data breaches involving proprietary agricultural information may therefore compromise
competitive advantages, intellectual property, and farmer privacy simultaneously (Bronson &

Knezevic, 2016).

4.2 Integrity
Integrity ensures that agricultural data remain accurate, complete, and resistant to unauthorized

modification throughout their lifecycle.
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This principle is particularly critical because precision agriculture increasingly relies upon
automated decision-support systems. Manipulated soil nutrient measurements could result in
excessive fertilizer application, while falsified weather forecasts may trigger inappropriate
irrigation schedules. Likewise, corrupted livestock monitoring data could delay disease
detection, threatening both animal welfare and food safety.

False-data injection attacks therefore represent one of the most dangerous cybersecurity threats
within Agriculture 4.0 because manipulated information may produce legitimate, but incorrect,

automated decisions (Ferrag et al., 2025). (DOI)

4.3 Availability

Availability ensures that agricultural information remains accessible whenever required for
operational decision-making.

Agricultural operations frequently occur within narrow seasonal windows. If farm management
platforms become unavailable during planting, irrigation, harvesting, or disease outbreaks,
economic losses may rapidly accumulate. Consequently, ransomware attacks represent
particularly severe threats because they intentionally deny access to operational information
during time-sensitive agricultural activities.

The 2021 NEW Cooperative ransomware attack illustrates this risk. Attackers targeted one
of the largest grain cooperatives in the United States during harvest operations, disrupting grain
logistics and operational management while demanding approximately US$5.9 million in
ransom. The incident demonstrated how cybersecurity failures can directly threaten food

supply chains rather than merely compromise digital infrastructure. (arXiv)

4.4 Authenticity and Traceability

Agricultural supply chains increasingly depend upon trustworthy digital records for food
safety, export certification, organic farming verification, and sustainability reporting.
Authenticity ensures that agricultural information genuinely originates from legitimate sources,
while traceability enables stakeholders to verify the complete lifecycle of agricultural products
from production to consumption. Technologies such as blockchain are increasingly deployed

to strengthen authenticity and prevent fraud within global food supply chains.

4.5 Resilience
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Modern agricultural cybersecurity increasingly prioritizes cyber resilience rather than merely
cyber protection.

Resilience refers to the capacity of agricultural systems to anticipate, withstand, recover from,
and adapt to cyber incidents without catastrophic disruption of agricultural production. Given
agriculture's dependence upon climate, seasonality, and biological processes, complete
prevention of cyberattacks is unrealistic. Instead, resilient system architectures emphasize
redundancy, rapid recovery, continuous monitoring, incident response planning, and adaptive

governance (Campoverde-Molina & Lujan-Mora, 2025). (DOI)

5. Cybersecurity Threats to Agricultural Data and Digital Farming Systems

The rapid digitalisation of agriculture has significantly expanded the attack surface of
agricultural information systems. Unlike conventional cyberattacks that primarily target
financial assets or personal information, attacks on agricultural systems may simultaneously
affect food production, environmental sustainability, supply chains, and national
economic stability. Recent systematic reviews indicate that agriculture has transitioned from
a relatively isolated sector to one increasingly exposed to sophisticated cyber threats because
of the widespread deployment of IoT devices, cloud platforms, autonomous machinery, Al-
driven decision support systems, and interconnected supply chains. (DOI)

Researchers broadly classify threats into attacks targeting data confidentiality, integrity,
availability, operational technology (OT), and cyber-physical infrastructure. In precision
agriculture, these categories frequently overlap because manipulated information can trigger

automated physical actions without immediate human intervention (Ferrag et al., 2024).

5.1 Ransomware Attacks on Agricultural Organisations

Ransomware has emerged as one of the most damaging cyber threats confronting modern
agriculture. Unlike traditional malware, ransomware encrypts organisational data and demands
financial payment for restoration. Because agricultural operations are highly seasonal, even
brief interruptions during planting, harvesting, storage, or livestock management can generate
substantial economic losses.

The NEW Cooperative ransomware attack in September 2021 illustrates this vulnerability.
NEW Cooperative, one of the largest grain cooperatives in the United States, experienced a

cyberattack attributed to the BlackMatter ransomware group. The attackers reportedly
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demanded approximately US$5.9 million while disrupting grain storage, transportation, and
operational management systems. The incident occurred during the harvest season,
highlighting how cyberattacks can interfere with time-sensitive agricultural operations and
potentially affect broader food supply chains. (arXiv)

Similarly, the ransomware attack against JBS Foods, one of the world's largest meat processing
companies, temporarily disrupted production facilities across North America and Australia.
Although the attack targeted corporate information systems, operational shutdowns affected
meat processing capacity, international trade, and food distribution networks, demonstrating
that cybersecurity incidents within agrifood industries can rapidly evolve into food security
concerns. (arXiv)

These incidents demonstrate that cyber resilience in agriculture is no longer merely an
information technology issue but a strategic component of national critical infrastructure

protection.

5.2 Internet of Things (Io0T) Vulnerabilities
The Internet of Things represents the technological foundation of precision agriculture. Smart
farms increasingly rely upon distributed sensor networks to monitor soil moisture, temperature,
humidity, nutrient levels, livestock behaviour, greenhouse conditions, and irrigation
infrastructure.
Despite their operational benefits, agricultural [oT devices frequently possess limited
computational resources, making implementation of advanced encryption, authentication, and
intrusion detection mechanisms difficult. Many sensors also operate in physically exposed
environments where attackers may gain direct access to hardware, increasing susceptibility to
tampering and device compromise (Alahe et al., 2024). (DOI)
Researchers identify several recurring vulnerabilities:

e weak authentication mechanisms;

e default manufacturer passwords;

¢ outdated firmware;

e insecure wireless communication protocols;

e inadequate encryption;

e poor device lifecycle management.
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Compromised IoT devices may become entry points into broader agricultural networks,
enabling attackers to manipulate environmental measurements, disrupt irrigation schedules, or
create botnets capable of launching distributed denial-of-service (DDoS) attacks against farm

management platforms (Ferrag et al., 2024). (DOI)

5.3 False Data Injection and Data Integrity Attacks
Perhaps the greatest cybersecurity challenge in precision agriculture is data integrity rather
than confidentiality.
Precision agriculture increasingly depends upon automated decision-support systems that
analyse sensor outputs before recommending irrigation schedules, fertilizer application rates,
pesticide deployment, harvesting times, and disease management strategies. If attackers
manipulate these datasets, Al algorithms may generate technically valid, but operationally
incorrect, recommendations.
Examples include:

o falsified soil moisture values causing excessive irrigation;

e manipulated nutrient data leading to inappropriate fertilizer application;

o altered weather observations affecting planting decisions;

» corrupted disease surveillance data delaying intervention.
Unlike ransomware, false-data injection attacks often remain undetected because systems
continue functioning normally while making progressively incorrect decisions. Such attacks
therefore represent one of the most significant threats to Agriculture 4.0, particularly where

autonomous systems increasingly replace human judgement (Ferrag et al., 2024). (DOI)

5.4 GPS Spoofing and Autonomous Machinery
Precision agriculture relies extensively on Global Navigation Satellite Systems (GNSS),
including GPS, for guidance of tractors, harvesters, sprayers, and autonomous agricultural
machinery.
GPS spoofing occurs when attackers transmit counterfeit satellite signals that mislead receivers
regarding their actual geographical position.
Potential consequences include:

e incorrect planting rows;

o overlapping fertilizer applications;
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e missed harvesting zones;

 inefficient fuel consumption;

e collisions involving autonomous machinery.
For large commercial farms operating centimetre-level precision guidance systems, navigation
errors may significantly reduce productivity while increasing environmental impacts through
unnecessary chemical application.
Recent cybersecurity reviews identify GPS spoofing as one of the principal emerging threats
within Agriculture 4.0 because autonomous agricultural equipment increasingly depends upon

satellite navigation for operational decision-making. (ScienceDirect)

5.5 Cloud Computing and Agricultural Data Breaches
Cloud computing has become central to digital agriculture because it enables farmers to access
farm management platforms, analytics, weather forecasting, machinery diagnostics, and Al
services without maintaining local computing infrastructure.
However, cloud adoption introduces additional cybersecurity challenges.
Agricultural cloud platforms frequently store:

o farm financial records;

e geospatial maps;

o satellite imagery;

o livestock databases;

e machinery telemetry;

e crop production histories;

o farmer identity information.
Misconfigured cloud storage, inadequate access controls, insecure application programming
interfaces (APIs), and credential theft may expose sensitive agricultural information to
unauthorized access.
Recognising these risks, NIST's recent data protection guidance emphasises securing
information throughout its lifecycle, including data at rest, data in transit, and data in use,
particularly within cloud-native environments. Although designed for general cloud
computing, these principles are directly applicable to digital agricultural platforms where

distributed cloud services increasingly dominate farm management systems. (NIST)
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5.6 Insider Threats and Human Factors
Not all cybersecurity incidents originate from sophisticated external attackers.
Employees, contractors, consultants, equipment vendors, or supply-chain partners possessing
legitimate system access may intentionally or unintentionally compromise agricultural
information.
Examples include:

e accidental disclosure of proprietary datasets;

o misuse of privileged system access;

o weak password practices;

e phishing attacks;

e social engineering;

e inadequate cybersecurity awareness.
Recent systematic reviews emphasise that human factors remain among the least studied
dimensions of agricultural cybersecurity despite their considerable practical importance.
Researchers therefore recommend integrating organisational governance, cybersecurity
awareness training, and behavioural risk assessment into future Agriculture 5.0 security

frameworks. (DOI)

6. Technological Approaches to Agricultural Data Security

Given the diversity of cyber threats confronting smart agriculture, no single technology
provides comprehensive protection. Contemporary research instead advocates defence-in-
depth, whereby multiple complementary security mechanisms operate simultaneously across
sensing devices, communication networks, cloud platforms, autonomous machinery, and

decision-support systems.

6.1 Encryption and Cryptographic Protection
Encryption remains the first line of defence for protecting agricultural information during
storage and transmission.
Modern agricultural systems should implement:
e AES-256 encryption for stored data;
o TLS-based secure communication;

e public-key infrastructure (PKI);
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o digital certificates for device authentication;
e secure key management.
Strong cryptographic protection ensures that intercepted agricultural datasets remain

unintelligible even if communication channels are compromised.

6.2 Artificial Intelligence for Cyber Threat Detection
Artificial Intelligence is increasingly employed not only for crop management but also for
cybersecurity itself.
Machine learning algorithms can analyse network traffic, user behaviour, sensor outputs, and
system logs to identify anomalies indicating potential cyberattacks.
Al-based intrusion detection systems offer several advantages:
o carly attack detection;
e adaptive learning;
o reduced false positives;
o automated incident response;
o predictive threat intelligence.
Recent literature suggests that Al-driven cybersecurity will become indispensable as

agricultural systems become increasingly autonomous and interconnected. (ScienceDirect)

6.3 Blockchain for Secure Agricultural Data Sharing
Blockchain technology provides a decentralised and tamper-resistant mechanism for recording
agricultural transactions.
Within digital agriculture, blockchain supports:
o food traceability;
e provenance verification;
e smart contracts;
e certification;
e secure data sharing;
e audit trails.
Because blockchain records are immutable, unauthorized modification of agricultural

information becomes considerably more difficult.
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Researchers have additionally proposed privacy-preserving blockchain architectures enabling
secure sharing of agricultural datasets while complying with regulatory privacy requirements.

(arXiv)

6.4 Zero Trust Architecture

Traditional network security assumes that devices operating inside organisational networks are
trustworthy.

Modern agricultural systems invalidate this assumption because farms increasingly integrate
cloud platforms, mobile devices, contractors, equipment manufacturers, and third-party
analytics services.

Zero Trust Architecture therefore operates on the principle of ""never trust, always verify."
Every device, user, application, and communication request must undergo continuous
authentication and authorization irrespective of network location.

For distributed agricultural ecosystems, Zero Trust significantly reduces lateral movement

following initial system compromise.

6.5 Cybersecurity Frameworks

Several internationally recognised cybersecurity frameworks provide valuable guidance for
agricultural organisations.

Among these, the NIST Cybersecurity Framework (CSF 2.0) has become particularly

influential because it organises cybersecurity around six interconnected functions:

o Govern
e Identify
e Protect

e Detect

e Respond
e Recover

Recent smart agriculture research recommends adapting NIST CSF 2.0 to Agriculture 5.0
because it accommodates both organisational governance and technical cybersecurity controls

across cyber-physical farming environments. (DOI)

7. Legal, Regulatory, and Governance Frameworks for Agricultural Data Security
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Technological safeguards alone are insufficient to secure digital agriculture. As agricultural
systems become increasingly dependent on cloud platforms, artificial intelligence, cross-border
data exchange, and public digital infrastructure, governance mechanisms have become
equally important. Agricultural data security therefore requires an integrated framework
combining legislation, technical standards, institutional accountability, and ethical data
governance.

Unlike sectors such as healthcare and banking, agriculture lacks a universally accepted legal
framework governing data ownership, privacy, sharing, and cybersecurity. Consequently, most
countries regulate agricultural data indirectly through broader cybersecurity, privacy, and

critical infrastructure legislation (Wiseman et al., 2019).

]7.1 General Data Protection Regulation (GDPR)
The European Union's General Data Protection Regulation (GDPR) remains one of the
most influential legal instruments governing digital information.
Although GDPR does not specifically regulate agricultural data, it applies whenever farm
datasets contain personally identifiable information, including:

o farmer identities;

e land ownership records;

o financial transactions;

e employment records;

e GPS locations associated with individuals.
GDPR establishes several principles particularly relevant for digital agriculture:

o lawfulness and transparency;

e purpose limitation;

e data minimisation;

e accuracy;

e storage limitation;

e integrity and confidentiality;

accountability.
These principles have significantly influenced agricultural data governance across Europe,
particularly within precision farming platforms and smart supply-chain applications (European

Parliament & Council, 2016).
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An important implication for agriculture is that precision farming companies cannot collect or
share farmer-specific personal information without an appropriate legal basis. Furthermore,
farmers possess rights concerning data access, rectification, portability, and erasure,

strengthening trust within digital agricultural ecosystems.

7.2 India's Digital Personal Data Protection Act, 2023

India's transition towards digital agriculture through AgriStack and the Digital Agriculture
Mission has substantially increased the importance of agricultural data governance.

The Digital Personal Data Protection (DPDP) Act, 2023 establishes India's first
comprehensive framework governing digital personal data. While the Act is not agriculture-
specific, it provides the legal foundation for protecting personal information collected through
agricultural digital platforms. The framework is based upon consent, purpose limitation,
accountability, and obligations imposed upon data fiduciaries. (NIST)

The relevance of the DPDP Act is particularly evident in India's Digital Agriculture Mission,
approved in 2024. One of its major components is AgriStack, a federated digital infrastructure
comprising the Farmers' Registry, geo-referenced village maps, and Crop Sown Registry.
Importantly, the Government has clarified that AgriStack follows a federated architecture in
which ownership of agricultural data remains with the respective State Governments, while
privacy considerations have been incorporated in accordance with the DPDP Act, 2023. (Press

Information Bureau)

This governance model is significant because it attempts to balance two competing objectives:
1. enabling innovation through digital agricultural services; and
2. protecting farmers' privacy and preventing unauthorized exploitation of agricultural
information.
Nevertheless, scholars continue to debate unresolved issues concerning ownership of non-
personal agricultural data, algorithmic transparency, informed consent, and commercial reuse
of farm-generated datasets (Chaterji et al., 2020; Bronson & Knezevic, 2016).
7.3 ISO/IEC 27001 and Information Security Management
Among international cybersecurity standards, ISO/IEC 27001 remains the most widely
adopted framework for establishing Information Security Management Systems (ISMS).
Rather than prescribing specific technologies, ISO 27001 provides a risk-based methodology

requiring organisations to:
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e identify information assets;

e assess cyber risks;

o implement security controls;

e continuously monitor security performance;

e improve cybersecurity governance.
Agricultural cooperatives, food processing industries, agri-tech companies, seed corporations,
and digital agriculture service providers increasingly implement ISO 27001 because it
integrates technical security controls with organisational governance.
Within smart agriculture, ISO 27001 assists organisations in securing:

e cloud-based farm management systems;

e agricultural databases;

o JoT infrastructure;

e supply-chain information;

e employee access controls;

o disaster recovery planning.
Its emphasis on continuous risk assessment aligns particularly well with rapidly evolving
Agriculture 4.0 environments.
7.4 NIST Cybersecurity Framework 2.0
The National Institute of Standards and Technology (NIST) Cybersecurity Framework
(CSF 2.0) has emerged as one of the world's most influential cybersecurity governance models.
Unlike technology-specific guidance, NIST CSF organises cybersecurity into six

interconnected functions:

o Govern
e Identify
o Protect

e Detect

e Respond
o Recover

For agricultural organisations, these functions provide a practical roadmap for integrating
cybersecurity into daily farm operations, machinery management, cloud platforms, and supply-

chain coordination.
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Recent agricultural cybersecurity research recommends adapting NIST CSF to smart farming
because it effectively accommodates cyber-physical systems where operational technology and

information technology converge (Ferrag et al., 2024).

7.5 Ethical Governance of Agricultural Data
Beyond legal compliance lies the broader issue of ethical data governance.
Agricultural data increasingly influence:
e access to agricultural credit;
e crop insurance;
e precision advisory services;
o market recommendations;
e input subsidies;
o climate adaptation strategies.
Consequently, algorithmic decisions derived from agricultural datasets may directly affect
farmers' livelihoods.
Researchers therefore advocate several ethical principles:
o informed farmer consent;
e transparency regarding data collection;
e equitable benefit sharing;
o explainable artificial intelligence;
o algorithmic accountability;
e protection against discriminatory profiling;
o fair data ownership arrangements.
Ethical governance becomes particularly important in developing countries where smallholder
farmers often possess limited bargaining power when interacting with large digital agriculture

platforms (Wiseman et al., 2019).

8. Future Directions in Agricultural Data Security
The future of agricultural cybersecurity will be shaped by the evolution of Agriculture 5.0,
where intelligent automation, collaborative robotics, artificial intelligence, edge computing,

and digital twins become central components of agricultural production.
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One emerging research area concerns Al-native cybersecurity. Future agricultural systems
will increasingly employ machine learning algorithms capable of identifying cyber threats
autonomously while adapting security policies in real time. Such systems may detect abnormal
sensor behaviour, compromised IoT devices, or suspicious communication patterns before
operational disruptions occur.
A second priority involves edge computing.
Rather than transmitting all agricultural data to distant cloud servers, edge computing processes
information near its source. This approach reduces communication latency while
simultaneously decreasing cybersecurity risks associated with continuous cloud transmission.
Edge intelligence also enhances resilience during network failures, enabling autonomous
agricultural systems to continue functioning even when cloud connectivity becomes
unavailable.
Another important direction concerns blockchain-enabled agricultural ecosystems.
Future blockchain platforms are expected to move beyond simple food traceability towards
secure sharing of sensor data, automated insurance claims, decentralized agricultural
marketplaces, carbon-credit verification, and smart contracts governing agricultural supply
chains.
Researchers are also exploring federated learning, which enables artificial intelligence
models to learn from distributed agricultural datasets without requiring centralized storage of
sensitive farmer information. This technology simultaneously improves privacy, reduces
communication costs, and enhances regulatory compliance.
As quantum computing advances, agricultural cybersecurity will eventually require post-
quantum cryptography capable of protecting long-term agricultural records against future
computational threats. Although still largely experimental, quantum-resistant encryption is
increasingly recognised as a long-term strategic priority for critical infrastructure sectors.
Finally, agricultural cybersecurity research must increasingly integrate social sciences
alongside engineering.
Technical security controls alone cannot address:

o farmer awareness;

o digital literacy;

e trust in agricultural platforms;

e cybersecurity governance;
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e Dbehavioural vulnerabilities;
e institutional capacity.
Future research should therefore adopt interdisciplinary perspectives combining agriculture,

cybersecurity, economics, public policy, behavioural science, and rural development.

9. Conclusion

Agriculture is experiencing a profound digital transformation in which data have become a
strategic production resource alongside land, labour, water, and capital. Precision agriculture,
artificial intelligence, 10T, cloud computing, autonomous machinery, and digital decision-
support systems have significantly enhanced agricultural productivity, sustainability, and
resource efficiency. However, these technological advances have simultaneously expanded the
cyber threat landscape, transforming agricultural cybersecurity into a fundamental component
of food security and national resilience.

This article has argued that agricultural data security extends far beyond conventional
information security. Because modern agriculture operates as a cyber-physical ecosystem,
cybersecurity failures may generate direct biological, environmental, economic, and
operational consequences. Documented incidents such as the ransomware attacks on NEW
Cooperative and JBS Foods demonstrate that cyberattacks can disrupt food supply chains,
agricultural logistics, and national economies, highlighting agriculture's growing importance
as critical infrastructure.

The analysis further demonstrates that effective agricultural data security requires a multi-
layered governance framework integrating advanced technical controls, organisational
cybersecurity practices, legal safeguards, ethical governance, and farmer participation.
Technologies such as encryption, blockchain, artificial intelligence, Zero Trust Architecture,
and edge computing provide essential technical foundations. Nevertheless, their effectiveness
ultimately depends upon robust governance frameworks supported by standards such as
ISO/IEC 27001, the NIST Cybersecurity Framework, the GDPR, and emerging national
regulatory initiatives including India's Digital Personal Data Protection Act and Digital
Agriculture Mission.

As Agriculture 5.0 accelerates the adoption of autonomous systems and Al-driven decision-
making, agricultural cybersecurity must evolve from a reactive defence strategy towards a

proactive resilience model capable of anticipating, detecting, and adapting to increasingly
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sophisticated cyber threats. Future agricultural development will therefore depend not only
upon technological innovation but also upon secure, trustworthy, and ethically governed digital
ecosystems that protect farmers, strengthen food systems, and promote sustainable agricultural

transformation.
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